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Wordpress: wp-admin locatie wijzigen
In deze how to beschrijven we hoe je de /wp-admin pagina kan hernoemen naar een
andere naam. Hiermee voorkom je brute force aanvallen die regelmatig
plaatsvinden.

1. Login op Wordpress, ga naar Plugins, dan naar Add new en zoek op firewall. Zoek
in de resultaten naar All in One WP Security & Firewall. Klik op Install now.
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C' A | [3 vzb.nl/wp-admin/plugin-install.php?tab=search&s=firewall&plugin-search-input=Search+Plugins w =
& mycms B + New Howdy, admin [Ji
Screen Option Help
Dashboard Install Plugins
Posts Search | Search Results | Upload | Featured | Popular | Newest | Favorites
] Media Keyword v firewall Search Plugins 97 items 1 of4 » »
Pages Name Version Rating Description
Comments WordPress Simple 259 v % %Wk The WordPress Simple Firewall is the only WordPress sacurity plugin that protects itself
Firewall -it
> Appearance Details | Install Now will prevent access to its own settings so that unauthorized users can't deactivate or

screw with your security settings.

Plugins Anintro to the features and why you should use the Simple Firewall before getting all
complicated with bulky

security plugins.

Protects your WordPress site in 5 main ways:

Plugin... By iControlWp.

All In One WP Security w374 ***** A COMPREHENSIVE, EASY TO USE, STABLE AND WELL SUPPORTED WORDPRESS
Users & Firewall SECURITY PLUGIN

Details | Install Now WordPress itself is a very secure platform. However, it helps to add some extra security

Tools and firewall to your site by using a security plugin that enforces a lot of good security

practices.

The All In One WordPress Security plugin will take your website security to a whole new
level,

This plugin is designed and wr... By Tips and Tricks HQ, Peter, Ruhul, Ivy.

Settings

sucuri CloudProxy Web 1.1 '3 & [aWaT CloudProxy is a Cloud-based WebsSite firewall (WAF) and IPS (intrusion prevention
Firewall (WAF) system) for web sites. It runs in the Cloud and doesn't require anything to be installed
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on your site,

To start safeguarding your site, you need to sign up for a CloudProxy subscription.
Once you signup for it, you will get:

Traffic filtering (blocking malicious requests)

Virtual patching

Virfual hardening
=

Details | Install Now

2. Klik na het installeren op Activate Plugin, om de plugin in Wordpress te activeren.
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[ Plugin Install « My CMS — x

[ = C A | [3 vz6.nl/wp-admin/update.php?action=install-plugin&plugin=all-in-one-wp-security-and-firewall&_wpnonce=1e0b940baf ol =

@ My CMs Howdy, admin [l

-~ LIZrerEl Installing Plugin: All In One WP Security & Firewall v3.7.4

Posts Downloading install package from https://downloads.wordpress.org/plugin/all-in-one-wp-security-and-firewall.zip...
7 Media Unpacking the package...

Pages Installing the plugin..

Comments Successfully installed the plugin All In One WP Security & Firewall v3.7.4.

Activate Plugin | Return to Plugin Installer

Appearance

Plugins

Add New
Editor
& Users
& Tools
M Settings
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Thank you for creating with Word Press. Version 3.9.1

3. Hierna kom je op onderstaand scherm. Klik bij All in One WP Security op Settings.
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Dashboard

Posts
Media
Pages

Comments

Appearance
K Plugins

Installed Plugins

Tools

Settings

I WP Security
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x

New

Plugins addnew

Plugin activated.

All(4) | Active | Inactive (3
Bulk Actions ¥ | Apply
Plugin
Akismet
Activate  Edit Delete

All In One WP Security

g

Hello Dolly

Activate | Edit | Delete

WP Multibyte Patch

Activate  Edit | Delete
Plugin
Bulk Actions ¥ @ Apply

p-admin/plugins.php?activate =true&plugin_status=all&paged=18&s=

ngs | Deactivate | Edit
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Howdy, admin [ii

Screen Options Help

Search Installed Plugins
4 items
Description

Used by millions, Akismet is quite possibly the best way in the world to protect your blog from comment and
trackback spam. It keeps your site protected from spam even while you sleep. To get started: 1) Click the
"Activate” link to the left of this description, 2) Sign up for an Akismet AP key, and 3) Go to your Akismet
configuration page, and save your APl key.

Version 3.0.0 | By Automattic | Visit plugin site

All round best WaordPress security plugin!

Version v3.7.4 | By Tips and Tricks HQ, Peter, Ruhul, Ivy | Visit plugin site

This is not just a plugin, it symbolizes the hope and enthusiasm of an entire generation summed up in two
words sung most famously by Louis Armstrong: Hello, Dolly. When activated you will randomly see a lyric from
Hella, Dolly in the upper right of your admin screen on every page.

Version 1.6 | By Matt Mullenweg | Visit plugin site

Multibyte functionality enhancement for the WordPress Japanese package.

Version 2.0 | By Seisuke Kuraishi | Visit plugin site

Description

4 items

4. Klik nu links op Brute Force, zet het vinkje bij 'Enable Rename Login Page
Feature' en geef bij 'Login page URL' een nieuwe naam op voor wp-admin.
Bijvoorbeeld beheer. Klik op Save Settings.
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[ Brute Force « My CMS— ' x & %
L C A | [ vzé.nl/wp-admin/admin.php?page=aiowpsec_brute force 9 =
My CMS New Howdy, admin [ii -
Appearance : ; - , ] ] :
By doing this, malicious bots and hackers will not be able to access your login page because they will not know the correct login page URL.
Plugins
Users ‘You may also be interested in the following alternative brute force prevention features:
Tools Cookie Based Brute Force Prevention
Settings Login Page White List
> 8
& WP Securi . .
@ ty Rename Login Page Settings
ﬂ Intermediate E o/10
Enable Rename Login Page . ; o
heck this if you want to enable the rename login page feature
Feature: ‘ :
Login Page URL: http://vz6.nl/q | beheer |Enter astring which will represent your secure login page slug. You are
enouraged to chooST=omm mnich is hard to guess and only you will remember.
Save Settings
Brute Force
Prevention
Thank you for creating with WordPress. Version 3.9.1

5. Je kan nu niet langer meer inloggen op Wordpress via /wp-admin, maar op de
door jouw ingestelde nieuwe URL. Hiermee voorkom je dat hackers brute force
aanvallen kunnen doen op het standaard login URL, want die bestaat niet meer.
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